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How to Acquire 
U.S. Technology 
By 19 Methods 

The Reagan administration is try- 
ing to cut off the flow of technolog- 
ical secrets to the Soviet Union* Over 
the last decade, U.S. officials have 
watched in frustration as the Krem- 
lin buys, borrows or steals billions of 
dollars’ worth of American technical 
know-how. 

When put to military use, this 
technology often gives the Soviets an 
edge that costs the United States 
billions to overcome. 

In a secret version of Defense Sec- 
retary Caspar W. Weinberger’s an- 
nual report to Congress, the Penta- 
gon lists 19 explicit ways the Rus- 
sians acquire U.S. military and in- 
dustrial secrets, both legally and il- 
legally. My associate Dale Van Atta 
obtained a copy of the report. 

Here are the legal ways the Sovi- 
ets pick our brains: 

• “Complete [turnkey] plant 
sales/’ The Russians buy one entire 
factory, lock, stock and assembly 
line, set it up in the Soviet Union 
and copy it piece by piece. 

• “Direct investment in Eastern 
Europe.” The Russians siphon off 
Western technology acquired by 
their European satellites. 


• “Patents and licenses with ex- 
tensive teaching effort” Sometimes a 
seemingly harmless patent applica- 
tion contains a wealth of technical 
detail the Russians can put to mil- 
itary use. 

• “Joint ventures and joint pro- 
duction development” with Western 
firms. 

• “Technical data and engineering 
documents.” 

• “Proposals, pre-sale negotiations 
and sales presentations.” By solicit- 
ing bids from Western companies, 
the Russians can learn a lot without 
ever buying anything. 

• “Commercial visits ” 

• “Governmental and industrial 
equipment sales .” 

• “Sales of products.” 

• “Scientific, technical and stu- 
dent exchanges ” 

• “Open literature,” for example, 
journals, magazines, technical pa- 
pers. 

• “Science and technology confer- 
ences, trade shows and exhibits.” 

To understand how important 
this information is, it must be re- 
membered that the Soviet Union is 
still technologically backward in al- 
most every area but military equip- 
ment. Things that Americans take 
for granted— like a serviceable pencil 
with an eraser — are technical mar- 
vels to the Russians. 

As for the illegal ways the Krem- 
lin acquires Western technology, 
Weinberger’s report lists: 

• “Hostile intelligence service ac- 


quisitions.” In simpler English, this" 
means theft bv KGB -agents. * 

• “Recruited agents and industrial 
espionage.” In the past decade, thefe 
have been almost a dozen significant 
losses of technology;, through Ameji 
ican traitors, who are '‘-usually moti-* 
vated by greed, not ideology. 

• “Illegal arms tfcade.” Tt’s a rare 
arms merchant who' * worries about 
embargoes, legal niceties or the ide* 
ology of his customer&, ^a9 long as 
their checks don’t bouncy ; -v * 

• “Illegal trade-in oj^n-commod: 

ities.” :• vif-T.T: • fcf & 

• “Third /country diversions*” 
These involve the^acquisition of se-. 
crets from American allies 'or neutral’ 
countries that ,either_don’tknow or" 
don’t care, that TJ.S.^equipment/is f 
actually destined/ for/' the Soviet,* 
Union instead of domestic users. ‘ / 

• “Captured 'iii war?* The Vietnarif 
debacle left a wealth df^.S. wea|£ 
ons in Communisthands.- ' r 

• “End-user r diwrsTohs ” Tfer* 

means the application of legally guP 
chased American technology to 
itary uses in . violation' of the pur- 
chase agreementirEorJBxampIe, xh&: 
United States sold tharRussians balk: 
bearing grinders capable of product 
ing pinhead:sizedt>eftringa .accurate*. Uc 
one 25-miUioDti^fifta ; i^ckThe3q9 
viets used them to produce Wq 
bearings for the guidance systems of* 
their SS18 missiles, whose resulting 
accuracy was the principal reason for 
consideration of the pniltibillion-tfol-^ 
lar MX missile system. V " ^ 
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